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INTRODUCTION
Few words from the IICT acting Director
Welcome to the 2014 dissertation showcase of the B.Sc. graduates of the
Institute of Information and Communication Technology. A fine selection of
dissertations can be found within this booklet.
These dissertations demonstrate how our students put into practice the
knowledge gained during their time at the Institute of ICT.
They cover many areas within computing, inspired by time spent on work
experience, staff research interests, collaboration with companies and original
concepts. The dissertations clearly demonstrate their hard work and innovation. Impressive though they are, these projects represent only a small part of
the work that the students have carried out over the last few years.
Overall the Institute of ICT has approximately 1200 students spread among 6
Levels of vocational courses, from which around 80 students have just
finished their B.Sc. course either in Software Development or Computer
Networks. Currently, we are in the process of upgrading our courses with
close collaboration with industry to address the current and future needs of the
ICT industry.
Over the years the Institute of ICT participated successfully in various local
and international competitions, ranging from Euroskills, Imagine Cup, Malta
Robotics Olympiad and hackathons to name a few. We also take part of the
annual Robotics and Code Week events to motivate youngsters to choose a
career in ICT.
We are very grateful to a number of local companies who contributed generously to the setup of a state of the art networking lab where the students
can experience real industry equipment. A new fiber optic lab made it also
possible to start offering courses on fiber optic networks. Such equipment has
already been used in simulations during some of these dissertations listed in
this booklet. The Institute of ICT is continuously building bridges to strengthen
the relationship with industry, and we hope these dissertations go on to have
a stronger impact on the various industries and sectors present. The Institute
values the close collaboration with the links it has setup over the years with
the local industry and is privileged to carry out specialised training for their
respective employees.

Conrad Vassallo
Acting Director
IICT MCAST
MCAST 2014

1

Router Reverse Engineering
Routers are a very important part in
the networking community since they
provide numerous ways to connect
multiple devices together to form a
network in which different devices
can interact together. In this study,
router reverse engineering was carried out to understand the threats
that router reverse engineering pose
on the local area network (LAN).

implemented, do not offer enough security to defend against modification.
A meterpreter payload was used to
demonstrate the severity such attack can have on the whole network. With some in-depth analysis,
an attacker can quickly modify files
inside the firmware, thus improvements of the aforementioned security mechanisms are still required.

The dissertation outlines the whole
process that the reverse engineer goes through in order to reverse engineer the firmware including the operating system and
also the file system disassembly.
Hardware disassembly was also
carried out and documented to understand the device design, architecture and to perform chip analysis.
All the different security mechanisms
implemented and encountered inside the Belkin F5D8636 (the specific device used for the purpose of
this dissertation) and the process
of how each security mechanism
was identified and overcome are
all documented in this dissertation.
As a result, the risk of a compromised
router inside a LAN was analyzed. At
the end of this study, it was concluded
that all the major security mechanisms
MCAST 2014

Name: Andrew Borg
Supervisor: Annalise Sultana

2 Tackling Phenomena affecting 3D Gesture
Recognition

Gesture recognition is a new technology that is becoming more popular
on everyday devices, made possible
through recent advances in this technology. The main issue today is that
salient uses for gesture recognition
technologies are still not available.

has to offer. eative Senz3D was chosen to be used. The camera required
for this system to work must be capable
of recognizing depth. The depth system used, works using Infrared, rather
than relying on a traditional RGB lens.

Although very good implementations of
Gesture Recognition, through the use
of the Microsoft Kinect exist, most of the
features offered are limited to consoles
only; it is up to the developer to port
this technology to real-life scenarios.
My aim for the dissertation is to explore
the possibilities of providing developers a key gesture recognition system
that can be implemented in their systems. The system includes the ability to read gestures from two hands.
By performing gesture with both the
left and right hand, the system can
interpret this as a whole new gesture.
In the research carried out, multiple systems, such as Accelerometer Based, Infrared Systems and
Vision systems were analysed.
Eventually the system implemented uses Visual, more specifically
an RGBD (Red Green Blue Depth).
Specialized software requires specialized hardware. Extensive research has
also been carried out in order to analyze what cameras the current market
MCAST 2014

Name: Albert Herd
Supervisor: Ranier Bonnici

3 The Development of a Performance

Evaluation Framework for Cloud Computing in SMEs.
Cloud computing is a paradigm shift
in technology as more users of traditional IT outsourcing are transitioning
to cloud-based services. The cloud offers IT usage in a flexible manner while
being cost effective. The traditional
IT outsourcing method incorporates
servers and equipment which are underutilised and is therefore inefficient.
It is imperative for SMEs to evaluate cloud computing as an IT outsourcing methodology and compare it to the traditional method.
Choosing an IT outsourcing methodology is an essential stride for SMEs,
especially in today’s highly competitive industries. Much of past research
has focused on the architecture and
economic aspect of cloud computing.
The present study is focused
on the performance aspect of
the IT outsourcing methods, targeting SMEs in the process.
The purpose of this research study
is to evaluate the cloud’s performance, in correlation with cost and
scalability, and comparing the results with the traditional method’s
performance. Since it is targeted at
local SMEs, a performance-gauging
framework was developed for SMEs
to serve as a guideline in choosing the right IT outsourcing method.
MCAST 2014

Name: Andrew McLean
Supervisor: Alison Shaw

4 Remote Monitoring and Management of a Vehicle
This dissertation involves a project to wirelessly control, track, log
events and enforce access control
of a vehicle/s in a fleet through an
on-board
micro-processing
platform communicating to a central location hosting a web server and a
database. The final system should
act as a fleet management system
(FMS), offering a telemetry service to
all vehicles making use this system.

cle remotely. This device acts as a
‘black-box’ for the vehicle, collecting
data from the vehicle a remote environment and sending it off to central
web server; also the device acts as
a computer controlling and manipulating certain features of the vehicle.

Fleet Management is a system that
provides complete monitoring a group
of vehicles which are used for the same
business purpose or scope. Benefits
related to fleet management include:

•
•
•
•
•

Monitor fuel levels/consumption
to decrease fuel costs;
Control who can drive which
vehicles and at which times;
Detailed reports about vehicle
usage;
Locate vehicles (stolen or otherwise) with exact real-time position and status;
Lower insurance premiums; and
Reduce misuse of vehicles by
drivers.

Usually this management is done
by installing some form of device
within a vehicle to allow for controlling and monitoring of the vehiMCAST 2014

Name: Adam Naudi
Supervisor: Dr. Jean Marie Mifsud

5 Sleep quality of higher education learners using mobile application
development through actigraphy and predictive analysis
In this dissertation predictive analytics
techniques, implemented as mobile
device applications are used to predict
sleep quality, using data from the sensors found in these mobile devices.
The mobile app created is simple and easy to use and is used
for the purpose of performing actigraphy, which is the monitoring
of ones’ sleep, in order to obtain
an accurate value of sleep quality.
Movement of sleep is monitored by using the motion sensors found in a smart mobile device, specifically the accelerometer.
After each sleep, the device’s clock
is used to calculate duration, and
movements recorded from the motion sensors are used to perform
multiple linear regression against
values already present on a local database in order to output a
figure representing sleep quality.
If the user disagrees with the outcome, an option is provided to
change the value to help predict
more accurate results. Over time of
usage, the system will learn more
about the user and will be able
to output a more accurate result.
After just six sleeps, the system
is able to reliably adapt and produce results with 82.5% accuracy.
MCAST 2014

Name: Ben Camilleri
Supervisor: Jean Paul Tabone

6 Improving authentication on systems that require magnetic cards
and PINs by using fingerprint biometrics.

The success and growth of systems prints in order to properly authenticate.
that require magnetic cards and PIN
numbers as a means of authentication has led to a huge demand on the
companies providing these systems
to their clients, since these cards and
PINs provide a two-factor authentication method to process fast and
accurate transactions or commands.
PINs are not considered the best method for secure authentication and systems making use of such an authentication mechanism may encounter
difficulties at some stage or another.
Integrating a fingerprint reader device
within these systems will definitely heighten the level of security to a
three-factor authentication process.
Enrollment and Authentication applications were developed using two different programming languages which
are C# and Java to develop prototypes
in order to test and compare how a
fingerprint reader integrated with
systems that require magnetic cards
and PINs handles different situations
while the user is being authenticated.
Results have shown that a fingerprint
device integrated with such a system enhances security such that only
those specific registered users are
authenticated, because the attacker
would still require the victim’s fingerMCAST 2014

Name: Clayton Agius
Supervisor: Lucienne Bonnici

7 Evaluating a Simple Network Monitoring Protocol
This study is an evaluation of a Simple
Network Monitoring Protocol (SNMP),
a network monitoring protocol that
is commonly used in the industry to
monitor networks. SNMP is based on
the first network monitoring protocol,
which is the Simple Gateway Monitoring Protocol (SGMP). There are three
versions of this protocol, these being
the SNMPv1, SNMPv2c and SNMPv3
and all use the 161 predefined UDP
port to send SNMP messages on it.
In particular, this study seeks to
determine the possible reason/s
why Windows systems do not support the latest version of the protocol while a Linux system does.
All the SNMP versions use a database
to manage entities and this is called the
Management Information Base (MIB).
For the testing scenario, multiple virtual network tools were used. To create
the virtual machines that would host all
the Windows operating systems, Linux
operating system and one Kali Linux
host, the Oracle Virtual Box was chosen. A network simulator was set up to
interconnect these virtual machines.
The GNS3 is a program that allows the integration of the virtual
machines created using the Oracle
Virtual Box directly and thereby allowing for a more realistic scenario.
MCAST 2014

Name: Carl Muscat
Supervisor: Mario Mallia Milanes

8

The Use of Penetration Testing in a Business
Environment
The aim of the dissertation is to
design and implement a framework for penetration testing and
forensic investigation to be used
within a business environment.

the dissertation further analysis how
the company would be able to remove these vulnerabilities and work
towards creating a safer network.

Through forensic investigation the
dissertation will demonstrate the
advantages when important policies are implemented, including:
keeping a log of work for everything
that happens in the network, especially activity that involves sensitive
data; proper management of devices; and policy enforcement for
the employees and the company.
The framework was built by using concepts from penetration
testing and its actual execution.
This includes all the steps and utilities that are used, along with guidelines to perform the penetration test.
An analysis on how penetration
testing will affect the company, the
benefits it has and its feasibility for
a company to undergo such a test
on its network are also carried out.
Special attention will be given to what
the company will benefit when such
tests are carried out and point out the
vulnerabilities found on the network.
After these vulnerabilities are found,
MCAST 2014
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9

Reducing traffic congestion in Malta by
implementing a geolocation application
With traffic having increased substan-

Moreover, although the application’s

tially in recent years, regulations have

intent was to reduce traffic congestion,

been adapted and new ones imple-

it proved to be a useful tool for other

mented to minimize traffic congestion

purposes, such as a navigation guide.

and limit the occurrence of accidents

It must be noted that despite the fact

More than ever before, traffic laws

that the application was developed to

are being enforced to make sure

reduce traffic congestion and aid driv-

there is no exploitation which could

ers in their journey, in practice it only

harm the driver or anyone else.

offers a partial solution to the prevailing problem of traffic congestion, and

More specifically, a general set of rules

definite results could only be obtained

has been designed to ensure proper

once the application is released.

driving safety in countries abroad so as
to minimize confusion while driving in
countries with different road systems.
Applications for this purpose have
already been developed but some of
them have very limited features and
are difficult to use or understand.
Most users do not bother learning how the application works and
end up uninstalling the application.
Thus, with this in mind, a redesign
of such an application is being proposed with an interface which is relatively easy to use and understand
and with a lot of simple features that
the user might find useful for a trip.
MCAST 2014

Name: Elizabell Spiteri
Supervisor: Mark Scicluna

10

Evaluation of different approaches to Optimize
Responsive Web Design Performance

In the past, the web was limited to
fixed size web pages which were only
optimized for a single resolution. This
eventually became a problem with the
ever-increasing popularity of small
hand-held devices, such as tablets
and smartphones, which are expected to take over the computer market.

load time, page size and the total number of request for each different type of
optimization carried out. This dissertation is also aimed at identifying the
most common features and requirements that users look for in responsive websites across various devices.

These old, fixed size web pages were hugely problematic when
browsing on smaller resolutions and
remained so until a far better solution was developed – Responsive
Web Design. In a very short time, responsive web design has become a
common method used to create fluid
and responsive websites which can
easily adapt their layout and content according to the resolution of
the device it is being accessed from.
However, despite all the benefits associated with responsive web design,
they have been criticised because of
poor performance and slower loading times. The aim of this dissertation is to analyse and evaluate various tools and techniques used to
optimise the performance and loading times of a responsive website.
To do this, a prototype was created and
used as a basis for testing. Tests were
performed by measuring the effect on
MCAST 2014

Name: Eric Bartolo
Supervisor: Annalise Sultana

audio and visual technology to support
11 Analysing
students with learning difficulties
Technology has found a specific niche
in education in educational disciplines
such as mathematics, languages and
art. In addition to this, technology has
also been used in another important
sector of education, that of helping
students with learning difficulties.
Students with learning difficulties can
benefit from assistive technology and
receive better education delivery.

efits; some benefits were common to
all students while others varied according to the student’s particular needs.

The objective of this study is to exploit smart devices and develop a
prototype application to assist secondary level students with learning
difficulties during their education.
This study aims to provide alternative use to smart devices such as
smart phones and tablets. The use
of such instruments seems an ideal
way to give new life to these devices. If the prototype would turn out to
be successful, it will be utilised by
students with learning difficulties in
order to see whether they can learn
more and reduce their struggle.
Various assistive technologies were
eventually researched to determine how such technology supports
students with learning difficulties
and what kind of help it can offer.
This study demonstrated various ben-

MCAST 2014

Name: George Grech
Supervisor: Silvio Nocilla

12 On hand gesture technology as adaptive technology
in the context of the secondary education sector

This research was conducted to investigate the effects of hand gesture
technology and related devices in the
secondary education sector. Its objective is to be of assistance in the education sector and demonstrate its effectiveness in the learning experience.

tude and this was reflected in their
interest in using the application in
their lessons. The result also demonstrated that hand gesture technology
can also be used as an educationinclusive assistive technology tool
for students with learning difficulties.

Students and teachers alike are provided with the opportunity to use an innovative method of delivering lessons
utilising hand gesture technology.
This can lead to the introduction of
new ways how to teach students at
school and enhance their motivation and stimulation, while extending
their attention span during lessons.
This research made use of triangulation methodologies for gathering
information. Besides collecting data
by interviewing two secondary level
teachers, observations were carried
out with ten secondary level students
to measure the level of motivation, lesson delivery effectiveness and use of
application of hand gesture technology.
This study has demonstrated that students manifested a high level of motivation and stimulation when hand
gesture technology was used and
showed interest in using this technology in other subjects. Teachers’
feedback produced a positive attiMCAST 2014

Name: Josmar Azzoppardi
Supervisor: Silvio Nocilla
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Efficient 3D Reconstruction using Point Cloud
Registration

spots (or empty spots in the model).
The
process
set
boundaries and filtered the environment
noise. The finished product replicates the real life object scanned.
The tool implemented can be used
by museums to replicate and 3D
Using these point clouds, and align- print their artefacts for display
ing them using Iterative Closest Point, and safely secure the originals.
a 3D model can be constructed.
There are several 3D reconstruction and scanners available today. These can be categorised as:
RGB-D sensors became very popular and affordable in the last couple of
years. Using Depth sensors (RGB-D
sensors) such as Microsoft Kinect,
the artefact produced is able to create
point clouds at 30 frames-per-second.

contact scanners; non-contact active scanners (example: RGB-D
sensors); and non-contact passive
scanners (example: multiple cameras forming stereoscopic vision).
Based on research of 3D reconstruction and modelling, the most effective
method creating models for small to
medium size real life objects, are located indoors has been implemented.
Through analysis of different ICP algorithms to convert the point cloud into
a 3D model, the best algorithms depending on the scenario of the object
being scanned have been identified.
The accuracy of the models created
can be measure by the number of
vertices created; the number of error points; and the number of blind
MCAST 2014

Name: Keith Mifsud
Supervisor: Ranier Bonnici

14 Automatic Environment Adaptation and Painting
Distribution for 3D Gallery Generation

user’s perception of how the images
should be clustered and distributed.
Moreover the results and findings
showed that a framework for 3D Gallery Generation with painting distribution depending on colour scheme is
indeed possible, and would be useful
for photographers and artist to make
These
Virtual
Galleries
pro- their work widely available with a lot
vide support for both collabo- of potential viewers, even remotely, in
ration
and
social
interactions. a presentable and interactive manner.
A Virtual Art Gallery is a 3D space used
to display images, where the visitors
can walk through the gallery virtually.
Compared to using a file system, Virtual Art Galleries are a more interesting
and interactive way to display images.
There are many ways to virtually exhibit paintings and/or photographs,
one of which is using Virtual Art Galleries. In the recent years, Virtual Galleries are becoming more common
and these are used for different purposes, such as educational purposes.

The main objective of this dissertation is to develop a framework which
is able to automatically adapt a 3D
environment for exhibiting images.
The framework developed is also
capable of clustering similar images
together using their colour scheme
and consequently distribute them in a
coherent manner in a 3D art gallery.
To evaluate this work, the prototype
was presented to different artists
and photographers and it obtained
very positive feedback, indicating
that the objectives were met. The results of the prototype’s clusters were
also very similar compared to the
MCAST 2014

Name: Louise Abela
Supervisor: Elaine Vassallo

15 Increasing Road Safety Using Image Processing
and Artificial Intelligence

Vehicles on the Maltese roads increase every year, and consequently
accidents are more likely to occur. To
mitigate this problem, modern technology such as computer vision can help
to increase the safety on our roads.
After having carried out a study on
different road safety measures already available, a red light running
solution has been proposed in this
dissertation through the use of Red
Light Cameras (RLC) that so far
not yet been implemented in Malta.

ed using Python and the OpenCV
library to detect any red light running
violations. The ANRP system has
been augmented through Optical
Character Recognition (OCR) software that has been implemented. The
OCR implementation is based upon
the k-Nearest Neighbor algorithm to
perform number plate recognition.

Many countries that installed RLC
reported an immense decrease
in red light running violations.
Additionally, the traditional implementations of RLC make use
of either induction loops, rubber hoses filled with air or radars.
A computer vision approach does
not require these types of sensors to create a functional RLC
system. The proposed solution
has numerous advantages over
these traditional methods, such as:
lower costs; faster installation period;
ability to monitor both online and offline; uninterrupted surveillance as well
as no road modification requirements.
An Automatic Number Plate Recognition (ANRP) has been implementMCAST 2014

Name: Mark Patrick Cutajar
Supervisor: Silvio Abela

16

Optimizing Lazy Learning Speech Recognition
based on Facial Electromyography

In today’s modern society a lot of research has been done in the field of
Automatic Speech Recognition (ASR)
using auditory input which is used
from high end enterprise applications
to small applications in smartphones.
The problem with current ASR systems is that people with speech impairments are unlikely to be able
to use these kinds of systems, and
may resort to other forms of communication with other methods which
may not be properly understood.

ASRs can be used in high noise environments such as fire rescue, construction and other similar situations
since EMG based ASRs are not influenced by any form of auditory noise.

By capturing muscle movement using
Surface Electromyography (EMG),
ASRs are improved to cater for these
people and also improving current
ASRs used in High Noise environments with a greater word success rate.
With the introduction of K-Nearest Neighbor (KNN) and Principal Component Analysis (PCA)
a further improvement can be
achieved over Hidden Markov Model (HMM) which is the standard approach in current ASR application.
It has been shown that EMG based
ASRs can improve communication
over the competing technologies by
capturing Sub-Vocal speech without
the need of Auditory Input improving life
for people with speech impairments. It
has also been shown that EMB based
MCAST 2014
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17 On Evolutionary Algorithms for Evolving Code in a
Closed Context

Evolutionary algorithms are used in
many situations where complex, abstract and or hard to achieve solutions have to be found. Some applications are:
cancer diagnosis;
artificial creativity; and spacecraft
antennae design. Genetic algorithms
are a subset of evolutionary algorithms that use Darwinian Evolution
Theory principles such as splicing;
mutation; and cross-over functions, to
evolve genomic sequences that represent solutions to a given problem.

from having high Elo Ratings that
dominate the new generation and
do not give new programs the opportunity to be carried over. The particular genetic algorithm approach
taken is based on simulated annealing, but also makes use of elitism
and the taboo search metaheuristic,
all of which are designed to improve
searching, speed, and the quality
of the evolved Core War programs.

An application was built to evolve
Core War programs using genetic algorithms for the purpose of searching for improvements on the original programs. By making use of an
Elo Rating system, the fitness of
each generated program is evaluated, one generation after the other.
To calculate a program’s rating, the
program is battled against other programs to measure their wins, ties and
losses versus. The updated Elo Rating is then used to determine which
programs are discarded or saved
and carried over to future generations
where they can continue to evolve.
The Elo Rating is reset after every
generation, to prevent programs carried over from previous generations
MCAST 2014
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An Automated SMS FAQ Retrieval System in a
Multi-Lingual Environment

The aim of this dissertation is to investigate automatic replies to client
queries via SMS using multiple languages; with the main languages in
this particular study being English and
Maltese. An analysis of the efficiency
of different algorithms is carried out
for a system that would be able to
fetch an FAQ answer corresponding
to the client’s question from a list of
corpora, and sent to the same client.

in each SMS being received; in other words the system would need to
clean such SMS, analyse it and then
be able to fetch an answer from a
list of FAQs and return it to the user.
When testing 142 SMSs related
to Internet, it was concluded that
the system would calculate a similarity score of more than 0.1322
for 90% of the SMSs being tested. This is a rather promising result.

The latest mobile devices come
equipped
with
high
resolution
screen space, inbuilt web browsers and full message keypads, however the majority of users still use
cheaper models that have limited
screen space and a basic keypad.
Hence questions are more likely to
be noisy and contain spelling mistakes, abbreviations, deletions, phonetic spellings, transliterations etc.
Henceforth, the challenge with automated FAQ retrieval systems is
how to return answers to the user’s natural language questions
Using natural language processing, and the tools it offers, the system would be able to analyse a client’s query via an SMS and returns
an SMS reply related to that same
query. The system would need to
be able to handle the noise found
MCAST 2014
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19 DNS-Based Authentication of Named Entities (DANE)
A few years back, two small Certificate
Authorities (CAs), Comodo and DigiNotar, were targeted by an attack that
compromised these small CAs and issued SSL certificates of major domains
such as Google, Facebook and Yahoo.
Securing IT systems is one of the most
essential aspects of today’s businesses; one important step of securing an IT
system is the Authentication that takes
place between a client and a service.
In order for a client to be securely authenticated to a server, the client must make sure that he/she is
connecting to the correct server.
In the current system, a server declares the ownership of a domain
by providing the client computer with a PKIX digital certificate.

rity on the Domain Name System (DNS)
as it provides authentication and integrity to DNS traffic. Both DNSSEC and
PKIX are arranged in hierarchical authorities; however the trust relationship
behaves differently from one another.
PKIX relies on multiple trust anchors (hence multiple CAs) for
managing
trust
relationships.
If a relying party needs to verify Authority ‘A’, he must verify ‘A’s credentials under Authority ‘B’, and so on until the relying party reaches Authority
‘X’, an authority which he fully trusts.

These digital certificates are generated
by
Certificate
Authorities (CAs), in which a client trusts
these authorities due to a list of
CAs that are stored and shipped
with the client’s Operating System.
Once the server’s certificate is verified, a Transport Layer Security (TLS) connection is established
between the client and the server.
DNSSEC (Domain Name System Security Extensions) adds a level of secu-
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